
WINDOWS CYBER SECURITY EXPERT. VILNIUS, LITHUANIA

Join our dynamic team at Airexplore, a proud member of the Avia Solutions Group!
Embrace the opportunity to work with a leading global aviation holding, while being based in Slovakia.

We offer work in R&D department, acting as an central unit for managing strategic, innovation and IT
projects and programs.

Avia Solutions Group R&D department provides services to subsidiary companies related to IT Governance
& Management, IT Service Delivery, IT infrastructure services, workplace support and ServiceDesk,
Enterprise Applications (Digital IT Solutions, ERP), Cybersecurity and PMO.

Cyber Security Expert plays a key role in ensuring continuous improvement of cyber security in Avia
Solutions Group by taking care of system hardening, technical implementation of security controls, and
conducting security assessments.

Main functions and responsibilities:

Deploy, maintain, and test cyber security tools and technologies, including fine tuning.
Ensure continuous improvement of cyber security in Avia Solutions Group.
Technically implement cyber security requirements.
Perform incident analysis.
Reinforce and strengthen servers and endpoints security
Contribute to the implementation of MITRE ATT&CK matrix to improve the sustainability of the
organizational cyber security.
Conduct security assessments and provide solutions to mitigate risks.
Design and implement security for Active Directory services.
Design identity and access controls within Microsoft hybrid environment.
Design, implement and manage information protection within Microsoft 365.
Manage governance and compliance features in Microsoft 365.

Requirements for the position:

Hard skills requirements:

Cyber security engineering.
Problem-solving and troubleshooting.
Incident response.
Security event and incident analysis.
Digital forensics.
Monitoring and log management.
Any scripting language (common understanding).
System hardening.



Soft skills requirements:

Security-first mindset.
Effective verbal and written communication skills, good in reporting and presenting.
Time-management and organizational skills.
Self-motivated and able to work independently.
Team working skills for collaboration with team members.
Creative problem solving.
Attention to details.
English (B2 or higher)

What we offer:

MultiSport card is your key to over 2700 sports facilities in Slovakia and the Czech Republic.
One extra day off on your birthday.
Snack day twice a month.
Financial benefit to support your health, sport and beauty activities and to sponsor cultural activities
and entertainment.
Referral Bonus up to 1000 EUR.
Daily food allowance and refreshments in the office.

 

  
Salary: from 3300 € to 4000 € (brutto)

Avia Solutions Group, the world’s largest ACMI (Aircraft, Crew, Maintenance, and Insurance) provider,
operates a fleet of 221 aircraft on 6 continents. Supported by 14,000 professionals, the group is the
parent company to over 250+ subsidiaries including SmartLynx Airlines, Avion Express, BBN
Indonesia Airlines, and KlasJet. The group also provides a range of aviation services: MRO
(Maintenance, Repair, and Overhaul), pilot and crew training, ground handling, as well as a variety of
associated aviation.


