
CLOUD SECURITY ENGINEER. BRATISLAVA, SLOVAKIA

Join our dynamic team at AirExplore, a proud member of the Avia Solutions Group!
Embrace the opportunity to work with a leading global aviation holding, while being based in Slovakia.

We offer work in R&D department, acting as an central unit for managing strategic, innovation and IT
projects and programs.

Avia Solutions Group R&D department provides services to subsidiary companies related to IT Governance
& Management, IT Service Delivery, IT infrastructure services, workplace support and ServiceDesk,
Enterprise Applications (Digital IT Solutions, ERP), Cybersecurity and PMO.

We are seeking a highly skilled and experienced Cloud Security Engineer to join our cybersecurity team.
The ideal candidate will be responsible for designing, implementing, and managing cloud security solutions
to protect our organization's infrastructure, applications, and data. This role involves safeguarding our
cloud environments (primarily Azure, with some exposure to AWS and GCP), ensuring compliance with
security standards, and proactively identifying and mitigating security risks.

Key Responsibilities:

Collaborate closely with the cybersecurity team to develop and refine security requirements,
translating them into actionable security controls and capabilities.
Develop, maintain, and automate security architecture, controls, governance processes, and
compliance validation for cloud environments using Infrastructure as Code (IaC) and other DevOps
methodologies.
Implement and maintain continuous integration/deployment (CI/CD) pipelines with a focus on
embedding security practices and tools.
Conduct security assessments and analyses for cloud-based applications and infrastructure, leading
remediation efforts.
Stay up to date with the latest cloud security trends, threats, and technologies, proactively
introducing relevant innovations and improvements to the team.
Respond to cloud security incidents and perform forensic analysis.
Lead the adoption of best practices in zero-trust architectures.

Must-Have Skills:

5+ years of experience in cloud security engineering.
Proficiency in scripting languages (e.g., Python, PowerShell, Bash).
Experience with security tools and technologies (e.g., SIEM, IDS/IPS, firewalls).
Strong understanding of network security, encryption, and authentication protocols.
Experience with security frameworks and standards.  
Expertise in implementing security controls for VPCs, firewalls, encryption, and DLP.
Hands-on experience with Infrastructure-as-Code (IaC) tools such as Terraform, Cloud Formation, or



Bicep, as well as configuration management tools (e.g., Ansible, Chef).
Experience with security tools and technologies such as vulnerability scanners and Cloud Security
Posture Management (CSPM).
Ability to secure DevOps pipelines using tools like Jenkins, GitHub Actions, or Azure DevOps.

Nice-to-Have Skills:

Cloud security certifications (e.g., AWS Certified Security, Microsoft Certified: Azure Security
Engineer).
Experience designing and implementing zero-trust architectures.
Proficiency in securing Kubernetes environments, including container orchestration and runtime
security.
Familiarity with securing serverless workloads (e.g., AWS Lambda, Azure Functions).
Knowledge of integrating cloud security into Security Orchestration, Automation, and Response
(SOAR) tools.
Expertise in securing APIs, including OAuth, OpenID, and API Gateways.
Understanding of securing hybrid cloud deployments.

What do we offer?

MultiSport card is your key to over 2700 sports facilities in Slovakia and the Czech Republic.
One extra day off on your birthday.
Snack day twice a month.
Financial benefit to support your health, sport and beauty activities and to sponsor cultural activities
and entertainment.
Referral Bonus up to 1000 EUR.
Daily food allowance and refreshments in the office.

Salary: from 4000 € to 6000 € (brutto)

Avia Solutions Group, the world’s largest ACMI (Aircraft, Crew, Maintenance, and Insurance) provider,
operates a fleet of 221 aircraft on 6 continents. Supported by 14,000 professionals, the group is the
parent company to over 250+ subsidiaries including SmartLynx Airlines, Avion Express, BBN
Indonesia Airlines, and KlasJet. The group also provides a range of aviation services: MRO
(Maintenance, Repair, and Overhaul), pilot and crew training, ground handling, as well as a variety of
associated aviation.


