FLTECHNICS”

CYBER SECURITY SPECIALIST. VILNIUS, LITHUANIA

ABOUT COMPANY:

FL Technics is a global provider of tailor-made services for aircraft maintenance, repair, and overhaul
(MRO), delivering solutions to commercial aviation customers worldwide. FL Technics operates in a vast
network of representative offices, hangars, and shop facilities, as well as the largest independent line
maintenance stations network across Europe, Asia Pacific, Africa, the Middle East, and Canada.

Recognized as Top Employer of 2024, awarded by the Top Employers Institute, FL Technics demonstrates
continuous effort and investments to create a great work environment and ensure the well-being of the
ever-growing team in Lithuania and across the globe.

FL Technics is part of Avia Solutions Group, the world’s largest ACMI provider, operating a fleet of 192
passenger and cargo aircraft worldwide.

We're looking for a Cyber Security Specialist who plays a key role in ensuring continuous improvement in
cyber security in FL Technics by taking care of system hardening, technical implementation of security
controls and conducting security assessments.

YOUR TASKS:

* Real-time security monitoring

* Network traffic analysis

* Cyber Security events and incidents analysis

* Security systems fine tuning (dashboards and detection rules creation, use cases management)
* Network, servers and endpoints intrusions finding

* Examination of security lapses to find their root source

* First-line cyber security incidents and alerts triage

* Contribution to the implementation of MITRE ATT&CK matrix to strengthen the sustainability of the
organization cyber security

* Vulnerabilities scanning and registration

* Standard operating procedure preparation and fine tuning

* Alerts overview and management (security mailboxes)

* OSINT toolkit (Shodan and etc.)

* Communication with IT personnel in case of incident

* Risk identification and recommendation preparation (consultation, advisory)

WHAT YOU SHOULD BRING:



*At least 2 years’ experience in IT security

* Experience working with SIEM, IDS, IPS, EDR, WAF, VA

* Hands-on skills in malware analysis

* Skilled in log analysis and use case fine-tuning

* Knowledge about forensics methods

* Knowledge about Linux, Windows, Network, Cloud and Web applications security
* Common understanding of ISO27k, NIST 800-53, CSC20, Enisa Threat Landscape

WORKING AT FL TECHNICS:

Exclusive experience to the aviation business industry;

Flexible working hours to promote work-life balance;

Work remotely for up to one month a year;

Additional private health and accident insurance;

Discount system with partnering companies;

Access to internal training and courses;

Complimentary in-house gym and other sports activities;

Supporting and cheering for your success team;

Competitive salary range, final offer will be proposed based on your experience and competencies.

Seize this opportunity to soar to new heights with FL Technics! Apply now and be part of a globally
acclaimed team shaping the future of aviation.

Salary: from 3000 € to 4000 € (brutto)

FL Technics is a global provider of aircraft maintenance, repair, and overhaul (MRO) services. The
Company specializes in base & line maintenance, spare parts & component support, engine, APU & LG
management, full aircraft engineering, and technical training. FL Technics is an EASA Part-145, Part-
M, Part-147, Part-21 as well as FAA-145 certified company with hangars in Lithuania, Indonesia and
China as well as line station around the world.



